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ABSTRACT

This project presents an approach to the detection of human facial features and thereby the
recognition of the person in real time. The project can be used in security as well as image
based query search problems. Our system tracks the subject's face and then recognizes the
person and identifies his/her current location by comparing the characteristics of the person's
face to the ones available in our database. Faces may be described by a 2-D characteristic view
and the face images are turned onto a feature space using the subspace LDA which encodes
the distinct facial features and variations. The system contains steady camera located in various
locations which is used to capture real time video. The system recognizes the faces in the video
and firstly it checks whether the person that is intended to be identified is in video or not. The
process continues for all camera. Then if the person to be found out is in within the range of
the camera then the location of the person is displayed in the web application which is

interfaced in our system.

Keywords: Facial features, Recognition, Real time, Subspace LDA, Web application
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1. PROJECT OVERVIEW

1.1. Introduction

In recent technology the popularity and demand of image processing is increasing due to its
immense number of application in various fields. Most of these are related to biometric science
like face recognitions, fingerprint recognition, iris scan, and speech recognition. Among them
face detection and recognition is a very powerful tool for video surveillance, human computer
interface, face recognition, and image database management. There are a different number of
works on this subject.

Face detection has been regarded as the most complex and challenging problem in the field of
computer vision, due to the large intra class variations caused by the changes in facial
appearance, lighting and expression. Such variations result in the face distribution to be highly
nonlinear and complex in any space which is linear to the original image space. Moreover, in
the applications of real life surveillance and biometric, the camera limitations and pose
variations make the distribution of human faces in feature space more dispersed and
complicated than that of frontal faces. It further complicates the problem of robust face
detection .Face detection techniques have been researched for years and much progress has
been proposed in literature. Most of the face detection methods focus on detecting frontal faces
with good lighting conditions.

Face recognition is a rapidly evolving technology, which has been widely used in forensics
such as criminal identification, secured access, and prison security. Face recognition has been
one of the most interesting and important research fields in the past two decades. The reasons
come from the need of automatic recognitions and surveillance systems, the interest in human
visual system on face recognition, and the design of human-computer interface, etc. These
researches involve knowledge and researchers from disciplines such as neuroscience,
psychology, computer vision, pattern recognition, image processing, and machine learning,

etc.



1.2. Motivation

Over the recent years, detecting human beings in a video scene of a surveillance system is
attracting more attention due to its wide range of applications in abnormal event detection,
human gait characterization, person counting in a dense crowd, person identification, gender
classification etc. The machine learning and computer graphic communities are also
increasingly involved in face recognition. Besides, there are a large number of commercial,
securities, and forensic applications requiring the use of face recognition technologies.

Face recognition has attracted much attention and its researches are rapidly expanded by not
only engineers but also neuroscientists, since it has many potential applications in computer
vision communication and automatic access control system.

Research in face recognition is motivated not only by the fundamental challenges this
recognition problem poses but also by numerous practical applications where human
identification is needed. Face recognition, as one of the primary biometric technologies which
became more important owing to rapid advances in technologies such as digital cameras, the
internet and mobile devices, and increased demands on security. The currently prevailing

researches and applications in many fields have motivated us to build an automated system.

1.3. Problem Definition

In this 21% century, a lot of inventions and creations have emerged in the field of science and
technology. This emergence is narrowing the world day by day. Now, people can access
information around the world while sitting at home. This is just an instance of world moving
towards more sophisticated and automated life. While the world is walking with automated
technology hand in hand, investigation and security personnel are still relying on traditional
technique of checking hours of video footages to guarantee the location of person at real time.
Also, searching particular people in an institution, government offices, industries, is a hectic
task. Even concerned authority can’t search for details of people working in their own
institution. Locating a person, within the premises, in such large institutions come at expense

of hours of searching. So, in order to solve these difficulties, this system is build.



1.4. Objectives

The main objectives of this project are:

e To develop a system that is capable of real time face detection and recognition.
e To create an image based searching system for searching and locating person.

e To build a web application based searching of person.

1.5. Scope

The scope of this project are listed below as:

e Tobuild asystem that solves the need of manpower for checking hours of video footage
in surveillance and security systems.
e This project can be helpful for real time searching of a person and his/her location.

e This system can be used in searching the criminals, lost persons etc.



2. LITERATURE REVIEW

2.1. Biometric Authentication

Biometrics is an emerging field which in recent times is mostly researched for person
authentication. There are various biometric systems as iris, signature, fingerprint, retina and
face. [1] provides basic overview of biometric system and its types that can be employed for
authentication. Researchers have been busy in their researches to identify which one among
various approaches is best suited for particular problems. So, [1] emphasizes that best
biometric characteristics is determined in terms of robustness, distinctiveness, acceptability,
accessibility and availability. [2] has made a comparison of various biometrics approaches on
basis of characteristics of [1], and has concluded that iris and face serve as best method for
authentication. It further elaborates that face recognition method of authentication being hands-
free and non-intrusive along with its high performance and acceptability, is best suited for

authentication.

2.2. Face Recognition

Computer vision enthusiasts and researchers have been involved in face recognition problem
since a long time. So, many systems have been developed for addressing the problem. [3]
guides us through the steps involved in solving face recognition problem. It partitions the face

recognition problem mainly into face detection, feature extraction and classification.

2.2.1. Face Detection

First step of face recognition system is face detection which is simply to check whether the
input still image or a video frame consists of a face or not. It also involves extracting face
portions only from an image. [4] provides an insight into various measures that can be applied
to face detection problem. It also gives an overview of these measures and conceptual idea for
choosing suited method as per system requirement. [5] provides basic entities of VVoila Jones
algorithm and its working mechanism. [6] uses Voila-Jones algorithm for rapid face detection
method based on a boosted cascade of simple classifier. These methods use Haar-like features
[7] and Adaboost algorithm [8] to achieve fast and stable face detection. Haar-like feature is

one of the powerful tools for face detection. It depicts that Voila Jones use Haar Cascade



Classifiers along with Adaboost algorithm. The author of [6] creates a new framework that is
demonstrated to the task of face detection. It covers mainly three parts.
They are fast feature evaluation, AdaBoosting by selecting only critical features and combining

complex classifier in a cascade structure.

2.2.2. Feature Extraction

It is the process of extracting features from face images for the classification of faces which
later results in face recognition. Different algorithms have been developed for this purpose as
PCA, LDA and so on. [9] performs a comparison on face recognition algorithms and concludes
LDA (with an accuracy of 91.7%) is better than PCA (with an accuracy of 80.75%) in neutral
schema. [10] uses LDA for feature extraction and provides a general overview of the algorithm
for using it in a face recognition problem. Authors of [11] classify the process into three parts:
creating a large group of subjects with diverse facial characteristics with minor variation in
view angle containing face region only, vector expansion and creating framework that
performs a cluster separation analysis in the feature space so that it calculates the scatter
matrices within and between the classes. [12] provides a way to deal with the so-called small
sample size problem of LDA [13]. This problem arises whenever the number of samples is
smaller than the dimensionality of the samples. Under these circumstances, the sample scatter
matrix may become singular, and the execution of LDA may encounter computational
difficulty.

2.2.3. Classification of Features

Classification of features refers to the process of identifying the class of recognition problem
which on assignment yields face recognition. It can also be done by various methods. Two of
the popular machine learning approaches are SVM and KNN. Both are equally good and
anyone out of two can be applied. K-nearest neighbors (KNN) rule is one of the oldest and
simplest methods for pattern classification. Author of [14] emphasizes that KNN rule classifies
each unlabeled example by the majority label among its k-nearest neighbors in the training set.
Its performance thus depends crucially on the distance metric used to identify nearest neighbors
According to author [14], k-nearest neighbors always belong to the same class while examples

from different classes are separated by a large margin.



3. METHODOLOGY
3.1 Theoretical Background

3.1.1. Face Extraction using AdaBoost and Cascaded Detector

Viola and Jones were first to present a state-of-the-art performance, real-time face detection
system. This concepts allow for highly accurate object and face detection at high speeds. Haar
wavelets form the basic features for face detection, they are simple but fast to compute. There
are three key contributions. The first is the introduction of integral image for rapid computation
of the features used in the detector. The second is the AdaBoost algorithm for selection of
efficient classifiers from a large population of potential classifiers. Third is the method for
combining the classifiers generated by AdaBoost algorithm into a cascade, which has the
property of removing most of the non-face images in the early stage by simple processing, and
focus on complex face like regions in the later stages which take higher processing time. This
algorithm is selected for the face detection because of its property of detecting faces extremely

rapidly which would help in our project in processing real time videos.

3.1.2. Haar Features Selection
Haar features are simple rectangular features reminiscent of Haar basis functions first
suggested for use in face detection by Papageogiou et al. in [18]. The over-complete feature
set consists of weighted combinations of two or more rectangles’ intensity sums. Individual
features can described as

feature; = Z w;s(r;) 3.1

ier={1,...,N}

with weights w;, rectangles r; and number of rectangles N, the rectangle area intensity sum
function s(r;) . The weights are restricted to opposite signs in order to yield rectangle area
differences, the number of rectangles is usually restricted to a maximum of four, although more
elaborate features are possible. The features resemble Haar-basis functions, they are
constructed to capture edges, lines and diagonals, sometimes center-surround features are
added to the set.



i1l

(i) (i) (iii) (iv)

Figure 3.1: Features used in AdaBoost algorithm [19]. (i) and (ii) are two rectangle features,
(i) being two vertically stacked rectangular feature. Similarly, (iii) and (iv) are three rectangle

feature and (V) is the four rectangle feature.

Given the base resolution of the detector sub-window is 24x24, the exhaustive set of
rectangle features is quite large, more than 160,000. In simple words, the features have to
be generated such that it starts from every possible pixel of the detector sub-window and
also should cover all the widths and heights possible. This should be done for all types of
features (two rectangle, three rectangle and four rectangle features). The algorithm for

the feature generation is given below:

1. Start from the initial position of the sub-window, (1, 1). Create a rectangular feature of
size such that 1 pixel represents the black region and 1 pixel represents the white region.

2. Move the feature throughout the sub-window.

3. Increase the size of the feature such that both the black region and white region size
increases by 1 in horizontal direction. Go to step 2, until the width of the feature equals
the width of the sub-window

4. Increase the size of the feature such that both the black region and dark region size
increases by 1 in vertical direction. Go to step 2 until feature height equals the height
of the detector sub-window

5. For all the starting position and all the width and height of the feature (from steps 1 to
4), store the co-ordinates as (X, y, w, h) where x= starting x-coordinate, y = starting y-
coordinate, w = width and h = height of the feature

6. Repeat steps 1 to 5 for all types of rectangular features (i.e. two rectangle, three
rectangle and four rectangle feature).



3.1.3. Creating an Integral Image
The input image is converted into integral form. This is done by making each pixel equal to the

entire sum of all pixels above and to the left of the concerned pixels.

1 1 |1 1 [2 |3

1 |1 |1 2 |4 |6

1 |1 |1 3 |6 |9
(i) (i)

Figure 3.2: (i) Input Image and (ii) Integral image

This allows for the calculation of the sum of all pixels inside any given rectangle using only
four values. These values are the pixels in the integral image that coincide with the corners of
the rectangle in the input image.

Integral image size is the same size of the image, but the value at any location (X, y) contains
the sum of the pixels above and to the left of x, y, inclusive as shown in the figure.

n
>

x,y)

Figure3.3: Integral image is the sum of the pixels at

the left and above of the point (X, y) inclusive.

i) = )iy (32)

x'sxy'sy



where, ii(x,y) is the integral image and i(x, y) is the original image. So, for the computation
of ii(x, y), following pair of recurrences can be used:

s(x,y) =s(x,y—1) +i(x,y) (3.3)

ii(x,y) =ii(x—1,y) +s(x,y) (3.4)
Where s(x, y) is the cumulative row sum and s(x, —1) =0, and ii(—1, y) = 0.

3.1.4. AdaBoost Training

In a single sub window of size 24 x 24, there are more than 160,000 features. Computation of
all these features in detection can be very expensive in time. But there are efficient classifiers
among these large number of features which when efficiently combined gives a robust
classifier. The selection and combination of these efficient classifiers from among the large set
is done by AdaBoost algorithm. Viola and Jones have given a variant of AdaBoost algorithm
to train the classifiers. AdaBoost algorithm is given a feature set with large number of features
and the training images (labeled faces and non-faces, which is supervised learning). AdaBoost
learning algorithm is used to boost the classification performance of simple learning algorithm
(e.g. a simple perceptron). It does this by combining a collection of weak classification
functions to form a strong classifier. In the language of boosting the weak classification
functions are called weak learners, because we do not expect even the best weak learner to
classify the training data well (that is, for a given problem even the best perceptron may classify
the training data correctly only 51% of time). The selection of the best classifier for each round
is the one which gives lowest classification error in the training data. Boosting is the method
of combining the weak classifiers to form a strong classifier. In the later round of learning,
AdaBoost finds the new weak classifier after re-weighting the training examples such that it
emphasizes on the examples incorrectly classified by the previous weak classifiers. The weak
classification function selects a single rectangular feature which best separates the positive and
negative examples, determines the threshold and gives a weak classifier. So, weak classifier

(hj(x)) consists of a rectangular feature (f;), threshold (6;) and a polarity (p;) indicating the

direction of inequality.



Lif pj.-fj(x) <p;.0;
0 otherwise

hy (x) = { (3.5)

Boosting algorithm which when run for T number of rounds selects T number of best weak
classifiers and combines these to form a strong classifier also finding the threshold for the
strong classifier. The boosting algorithm used for the selection of the rectangular 23 feature

and combining those to form a strong classifier is given below:

1. Given example images (X1,Y1), - . . , (Xn, Yn) Where y; = 0,1 for negative and positive
examples respectively

2. Initialize weights W1,=1/2m, 1/21 for yi = 0,1 respectively, where m and | are the
numbers of negatives and positives respectively

3. Fort=1,...,T:
a) Normalize the weights

Wt)i

n
PR

J=1

b) For each feature, j, train a classifier h; which is restricted to using a single feature.

Wi j¢— so that w is a probability distribution

The error is evaluated with respect to wy

€j= z wi by () — il
L
c) Choose the classifier, ht, with the lowest error et
d) Update the weights:
Wi 1,i=WeiBel <

4. The final strong classifier is:

T
by = | L if Zatht(x) > o.szat (3.6)

0 otherwise

where o; = logBi
t

10



3.1.5. Cascading Classifier

The basic principle of the Viola-Jones face detection algorithm is to scan the detector many
times through the same image — each time with a new size. Even if an image should contain
one or more faces it is obvious that an excessive large amount of the evaluated sub-windows
would still be negatives (non-faces). This realization leads to a different formulation of the
problem. Instead of finding faces, the algorithm should discard non-faces. The thought behind
this statement is that it is faster to discard a non-face than to find a face. With this in mind a
detector consisting of only one (strong) classifier suddenly seems inefficient since the
evaluation time is constant no matter the input. Hence the need for a cascaded classifier arises.
The cascaded classifier is composed of stages each containing a strong classifier. The job of
each stage is to determine whether a given sub-window is definitely not a face or maybe a face.
When a sub-window is classified to be a non-face by a given stage it is immediately discarded.
Conversely a sub-window classified as a maybe-face is passed on to the next stage in the
cascade. It follows that the more stages a given sub-window passes, the higher the chance the

sub-window actually contains a face.
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3.1.6. Training the Cascade Classifier
For the training of the cascade of classifiers, each stage is generated by using AdaBoost
algorithm. To achieve high detection rate; and low false positive rate of the final detector, each
stage is made such that it has the detection rate greater or equal to a given value and false
positive rate less than or equal to a given value. If this condition is not met, the stage is again
trained by specifying larger number of classifiers than the previous. The final false positive
rate and the detection rate of the cascade is given as:

F =115
Where, F is the false positive rate of the cascaded classifier, fi is the false positive rate of the
i"" stage and K is the number of stages. The detection rate is:

D = [1Xi=1di
Where D is the detection rate of the cascaded classifier, di is the detection rate of i" stage and
K is the number of stages. Every face detection system requires high detection rate and a low
false positive rate. Given the concrete goal for overall false positive and detection rates, target
rates can be determined for each stage in the cascade process. For example, detection rate of
0.9 can be achieved by 10 stages with the detection rate of each stage di = 0.99(0.99° = 0.9).
The detection rate of 0.99 for each stage can be found for a high false positive rate. But for 10
stages, if the false detection rate of each stage is 0.4, then the final false detection rate will be
0.000105(0.419).
For the training of the cascade, initially faces and non-faces for the training and faces and non-
faces for the validation are provided. AdaBoost algorithm is designed to find a strong classifier
which best classifies the faces from the non-faces and is not designed to produce high detection
rate with high false detection rate. So, to achieve high detection rate of say 0.99, the stage has
to be checked with the validation image to find the current detection rate, and the threshold of
the strong classifier has to be reduced to achieve the detection rate of 0.99. In doing so, the
false positive rate also increases, and if it is greater than the desired false positive rate (say
0.4), then the stage has to be trained again with more number of features included.
After the generation of one stage, the non-faces training images for the next stage are generated
by running the detector up to the previous stage on a set on non-faces containing images. These
false detections are then used as non-faces training images for the training of the new stage.

This way, the complexity of the non-faces increases as the number of stages increases, resulting
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in more and more faces-like non-faces training images in later stages. So, the number of

classifiers in the stage also increases as the stage number increases.

3.1.7. Training algorithm for cascade detector

The training algorithm is as follows:

a) User selects values of f, the maximum acceptable false positive rate per layer and d,
the minimum acceptable detection rate per layer
b) User selects target overall false positive rate, Frarget.
c) P =set of positive examples
d) N =set of negative examples
e) Fo=1.0;Do=1.0
f) i=0
g) while Fi > Farget
o i—i+1
e Ni=0;Fi=F
e while Fi>f x Fi—1
Ni<—nj+1
Use P and N to train a classifier with n;features using AdaBoost.
- Evaluate current cascade classifier on validation set to determine Fj and
decrease threshold for the i™" classifier until the current cascade classifier
has a detection rate of at least d x D;-; this also affects F;)
e N0
o If Fi > Frarget then evaluate the current cascade detector on the set of non-face images

and put any false detections into the set N

The algorithm for the generation of cascade of classifiers is shown in the figure above. First,
the maximum acceptable false positive rate per stage f, minimum acceptable detection rate per
layer d and overall target false positive rate of the final cascade Frarget has to be defined. Also,
the training set of positive P and negative examples N, set of validation positive and negative
examples, and the non-face source images from which the non-faces for the later stages of the
cascade will be generated, has to be provided. Then the stages of the cascade are generated

14



using AdaBoost algorithm. Once the stage is generated, its threshold is reduced to meet the
requirement of minimum detection rate. If reduction of threshold in doing so does not meet the
requirement for the maximum false positive rate, more classifiers are added to the stage using
AdaBoost algorithm. After these conditions are met, all the non-face training images are
removed and new ones are generated from the non-face source images using the cascade
generated so far. Then the new stage generation starts. This continues until the final false

positive rate is less than or equal to the target false positive rate.

3.1.8. PCA Algorithm

It is a holistic approach based face recognition algorithm. It is also known as Eigenfaces. Any
image of dimension m X n can be thought of as a point in a P dimensional image space having
values in the range of pixel values. For the case of gray scale images, in each dimension the
image could have a value in between 0 and 255. An image can be thought as a point in the
image space by converting the image to a long vector by concatenating each column of the
image one after the other. The Eigenface method tries to find a lower dimensional space for
the representation of the face images by eliminating the variance due to non-face images; that
is, it tries to focus on the variation just coming out of the variation between the face images.
Eigenface method is the implementation of Principal Component Analysis (PCA) over images.
In this method, the features of the studied images are obtained by looking for the maximum
deviation of each image from the mean image. This variance is obtained by getting the
eigenvectors of the covariance matrix of all the images.

Let {X = x4, x5, ...., X, } be the matrix containing face images. Each image matrix converted
into a vector. For example, a m X n matrix is converted into a vector with m X n rows. The

subspace “eigenfaces” could be obtained by following the below steps:

1. Compute the mean u

S|

h= Xi 3.7)

n
i=1
2. Compute the Covariance Matrix S
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n

1
s = E;(xi — 00— w7 (3.8)

3. Compute the eigenvalues A; and eigenvectors v; of S
Svi = Aivi,l’ = 1,2, ...... ,n (39)
4. Order the eigenvectors descending by their eigenvalue. The k principal components are

the eigenvectors corresponding to the k largest eigenvalues.

The k principal components of the observed vector x are then given by:

y=W"(x—p (3.10)
Where W = (v4, V5, o v ver en oo on, Uy ). The reconstruction from the PCA basis is given
by:

x=Wy+ u (3.11)

3.1.9. LDA Algorithm
LDA is a holistic approach based face recognition method proposed by Etemad and
Chellapa [3]. However unlike Eigenfaces which attempts to maximize the scatter of the
training images in face space, it attempts to maximize the between class scatter, while
minimizing the within class scatter. In other words, moves images of the same face closer
together, while moving images of different faces further apart. Overall it tries to increase the
ratio of the between class scatter to within class scatter.
LDA is a supervised learning algorithm meaning that the class labels of training set will be
used in the training process. Let X be the matrix containing training face images and X; be the
matrix containing face images belonging to class i.

X=X X0 oo, X}
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X = {x1,%0, e v vee e, X}

The scatter matrices Sg and Sy, are calculated as:

\ 4

Figure 3.5: Scatter matrices Sz and Sw, for a three class problem.

c
Sp = ) NiCoty = 12) (g — )" (312)
i=1
c
T
Sw = z (o = ) (25 — y) (3.13)
i=1 x]'EXi
Where u is total mean:
N
1
U= NZ X; (3.14)
i=1
And y; is the mean of classi € {1, ........,c}:
! Z (3.15)
O — X; .
Hi | X; ] /
ijXi

Fisher’s algorithm then looks for a projection W, that maximizes the class separability

criterion:
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wTsgw
Wopr = arg maxy, W (3.16)

A solution for this optimization problem is given by solving the general Eigenvalue problem:
SpVi = AiSwv;

SV_VISBUi = /11-171- (317)

The rank of Sy, is at most (N—c), with N samples and c¢ classes. In
pattern recognition problems the number of samples N is almost always smaller than the
dimension of the input data (the number of pixels), so the scatter matrix Sy, becomes singular.
This was solved by performing a Principal Component Analysis on the data and projecting the
samples into the (N — c¢)-dimensional space. A Linear Discriminant Analysis was then
performed on the reduced data, because isn’t singular anymore.

The optimization problem can be rewritten as:

Wyea = argmaxy, |WTSy W| (3.18)
WTW.L , SgWy e W

Wriq = argmaxy, | - pTca F_pea | (3.19)
|W VV;acaSW%cawl

The transformation matrix W, that projects a sample into the (c-1) dimensional space is then
given by:
W= WfﬁdVVpT;a (3.20)
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3.1.10. Subspace LDA

Subspace LDA is a hybrid algorithm. It uses both PCA and LDA. However only LDA is used
as the ultimate classifier; PCA is only used as a dimension reduction step. So in subspace LDA
algorithm we initially created a PCA subspace using the training images as described above in
the PCA algorithm. All the training images are then projected into the PCA subspace. These
projections are then input to the LDA which again creates a new subspace from these PCA
projections as described above in the LDA algorithm. The PCA projections are again projected
into the LDA subspace.
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3.1.11. KNN Classifier

The simplest classification scheme is a nearest neighbor classification in the image space.
Under this scheme an image in the test set is recognized by assigning to it the label of the
closest point in the learning set, where distance are measured in image space. If all images
have been normalized to be zero mean and have unit variance, then this procedure is equivalent
to choosing the image in learning set that best correlates with the test image. Because of
normalization process, the result is independent of light source intensity and the effects of a
video camera’s automatic gain control. Feature selection is achieved using this learning
algorithm by constraining each classifier to depend on only a single feature [14].The Euclidean
distance metric [4] is often chosen to determine the closeness between the data points in KNN.
A distance is assigned between all pixels in a dataset. Distance is defined as the Euclidean
distance between two pixels. The Euclidean metric is the function d: R, X Ry — R that assigns

to any two vectors in Euclidean n-space:

X= (Xl,....,Xn)
Y= (yl,-u,}’n)
The distance,
d(x,y) = \/(xl —y1)? e+, — Y0)? (3.21)

This gives the "standard™" distance between any two vectors in Rn. From these distances, a

distance matrix is constructed between all possible pairings of points (X, y).

3.1.11.1. KNN Algorithm

1) Each data pixel value within the data set has a class label in the set, Class = {ci,.....,Cn}.

2) The data points, k-closest neighbors (k being the number of neighbors) are then found by
analyzing the distance matrix.

3) The k-closest data points are then analyzed to determine which class label is the most
common among the set.

4) The most common class label list is the n assigned to the data point being analyzed.
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3.1.11.2. KNN Performance Vs. choice of K

1) When noise is present in the locality of the query instance, the noisy instance(s) win the
majority vote, resulting in the incorrect class being predicted. A larger k could solve this
problem.

2) When the region defining the class, or fragment of the class, is so small that instances
belonging to the class that surrounds the fragment win the majority vote. A smaller k could
solve this problem. The KNN shows superior performance for smaller values of k compared
to larger values of k.

Instances can be considered as points within an n-dimensional instance space where each of
the n-dimensions corresponds to one of the n-features that are used to describe an instance.
The absolute position of the instances within this space is not as significant as the relative
distance between instances. This relative distance is determined by using a distance metric.
Ideally, the distance metric must minimize the distance between two similarly classified
instances, while maximizing the distance between instances of different classes. KNN
predictions are based on the intuitive assumption that objects close in distance are potentially
similar, it makes good sense to discriminate between the k nearest neighbors when making
predictions, i.e., let the closest points among the k nearest neighbors have more say in affecting
the outcome of the query point. This procedure has several well-known disadvantages. First,
if the image in the learning set and test set are gathered under varying lighting conditions, then
the corresponding points in the image space will not be tightly clustered. So in order for this
method to work reliably under variations in lighting, a learning set which densely sampled the
continuum of possible lighting conditions, is required. Second, correlation is computationally
expensive. For recognition, we must correlate the image of the test face with each image in the
learning set to reduce computational time. Third, it requires large amounts of storage: i.e. the

learning set must contain numerous images of each person.
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3.2. Tools and Technologies

3.2.1. Tools

Pycharm IDE: Pycharm is a Python based IDE.
Visual Studio: Microsoft Visual Studio is an IDE from Microsoft. Our use of Visual

Studio is for the development of website for user interface.

3.2.2. Technologies and Platform

Python 2.7

Python is widely used high-level, general purpose, interpreted, dynamic programming
language. Python supports multiple programming paradigm including object-oriented,
imperative and functional or procedural programming styles. We have used Python 2.7
as it has slightly more library support and is easier to code on.

NET Framework

.NET Framework is a framework developed by Microsoft that runs primarily on
Microsoft Windows. It includes a large class library known as Framework Class
Library (FCL) and provides language interoperability i.e. each language can use code
written in other languages across several programming languages. FCL provides
programmers produce software by combining their own source code with .NET
Framework and other libraries.

OpenCV

OpenCV is released under a BSD license and hence it’s free for both academic and
commercial use. It has C++, C, Python and Java interfaces and supports Windows,
Linux, Mac OS, iOS and Android. OpenCV was designed for computational efficiency
and with a strong focus on real-time applications.

Windows

Windows is a personal computer operating system developed by Microsoft, which is

the platform our project is implemented in.
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4. SYSTEM DESIGN, DEVELOPMENT AND ANALYSIS

4.1. Requirement Analysis

4.1.1. Functional Requirements

The functional requirements of the system are as follows:

e The system should be able to take training data, face images to train the system.

e From the supplied valid training data, system should be able to generate a proper model.
e The system should be able to classify the input test image in satisfactory class.

e The system should be able to provide satisfiable result.

4.1.2. Non-functional Requirements

The non-functional requirements of the system are encompassed here:

e Performance
Since we have used python for scripting, list processing and list array manipulation
becomes extremely easy and fast. Also, availability of numpy and scipy kits for python
makes vector computation available and hence array and matrix processing can be
carried out faster.

e Accuracy
Compared to other methods of model generation and testing, KNN is found to be
relatively more reliable and accurate. And our implementation also added a point to
this method over other methods.

e Reliability
The system should able to perform with high reliability for change in environmental
factors such as various lighting conditions and facial appearance.
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4.2 System Flowchart

A user-friendly website has been built which is easily accessible through the end devices such
as PCs. At first the query is given by user to system to search the location of desired person
which is already in system database. The system takes input video feed from cameras placed
at different locations. The data obtained from the image processing module which consist of
series face detection and recognition operation is uploaded and stored in the server and final

result about the location information of person is provided to end user.
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4.3 Implementation

4.3.1. Data Collection

For the purpose of creating haar-like cascade classifier for face detection, 5000 of the faces
images (positive images) and 8000 non-face images (negative images) were used initially.
Negative images were downloaded from preexisting image database through the internet. The
positive and the negative images were resized to 50x50 pixels and 100x100 pixels respectively.
About 20,000 positive samples were derived from the original 5000 positive images using the
opencv_createsamples function of the OpenCV library. Using the opencv_createsamples
function, the 50x50 sized positive images were rotated and placed on top of 100x100 sized
negative samples to create the 100x100 sized positive samples.

We have used ORL face datasets for initial training and testing phase and we created own IOE
Thapathali face datasets for final implementation of our system. The ORL data set is made up
of ten different images of 40 distinct subjects. For some subjects, the images were taken at
different times, varying the lighting, facial expressions (open/closed eyes, smiling/not
smiling), and facial details (glasses/no glasses). All the images were taken against a dark
homogeneous background with the subjects in an upright, frontal position (with tolerance for

some side movement). The data set was subdivided into a training set and a test set.

4.3.2. Haar Cascade Training

Training was performed on our 8GB RAM laptop as a server using the collected images.
Images were then uploaded on the server (laptop) and training was performed using the
opencv_traincascade function of the OpenCV library. The number of training stages was set
to ten so as to not over-train or under-train the Haar cascade. The under-trained Haar cascade
would not detect the desired object of interest whereas the over-trained Haar cascade would
falsely categorize the negative samples as object of interest. An .xml file was generated after
the completion of the training process. The entire training process took around two days and

four hours. The final stage parameters obtained are:
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Acceptance ratio
The acceptance ratio obtained was 8000:0.0599215. The cascade was not trained
further than ten stages as it would result in the decrement of the acceptance ratio
resulting in the overtraining of the cascade.
Number of features
In the final stage, 74 different features are used to separate the positive samples
from the negative samples.
Hit rate
Hit rate of 0.9953 was obtained in the final stage. Hit rate of 99.53% indicates that
99.53% of the positive samples are successfully detected as the object of interest.
False alarm rate
The false alarm rate obtained in the final stage was 0.483, which indicates that

48.3% of negative samples are falsely categorized as positive samples.
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4.3.3. Face Detection
After Haar Training, an .xml file was obtained from the training process. This xml file is used

to create a cascade classifier object for the detection of face.

Input from Camera

\ 4

Frame Extraction from Video

\ 4

RGB to Grey Scale Conversion

v

Apply Haar Cascade

\ 4

Draw Rectangle on Detected Face

Figure 4.2: Block Diagram of Face Detection

The detectmultiscale() function of the cascade classifier returns the bounding boxes for all the
faces present in the current frame. RGB frame is converted to grey scale. General step is to
scan the whole image in given frame for the faces. This process often returns un-necessary
bounding rectangles on non-face images. Therefore, we implemented face detection using
OpenCV pretrained XML detector in our final application. OpenCV comes with some
pretrained Haar-cascade detectors to use for face detection. The cascade classifier XML
filename used was haarcascade_frontalface _default.xml. The region of interest i.e. detected
faces in frame is passed to preprocessing stage and then to prediction model to predict decision
on the detected faces.

Different parameters passed on detectmultiscale() are:
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e MinFeatureSize: This parameter determines the minimum face size that we care about,
typically 20 x 20 or 30 x 30 pixels but this depends on our use case and image size.

e SearchScaleFactor: The parameter determines how many different sizes of faces to look
for; typically it would be 1.1 for good detection, or 1.2 for faster detection.

e MinNeighbors: This parameter determines how sure the detector should be that it has
detected a face, typically a value of 3 but we can set it higher if we want more reliable

faces, even if many faces are not detected.

4.3.4. Preprocessing
Face images are pre-processed and enhanced to improve the recognition performance of the
system. Based on the requirement, different preprocessing techniques related to face

recognition process are described with the help of block diagram as follow:

Cropping the Face region

\ 4

Histogram Equalization

v

Resizing an image

A

Low pass filtering

Figure 4.3: Preprocessing Block Diagram
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4.3.4.1. Cropping Face Region

The region of the image where the face is located is cut out from the image and only this area
is used in the process of face recognition. By using cropping technique only main face can be
extracted and the redundant data around the face, which deteriorates the performance of

recognition can be removed.

(i) (ii)
Figure 4.4: (i) Original image and (ii) Cropped image

4.3.4.2. Histogram Equalization

Histogram equalization was done in order to enhance image quality and to improve face
recognition performance. It changes the dynamic range (contrast range) of the image and as a
result, some important facial features become more visible. Mathematically histogram

equalization can be expressed as:

ko p

Sk =T = Z — (4.1)
i=o M

Where k=0, 1, 2, .... ,L-1

Here in equation (3.1), ‘n’ is the total number of pixels in an image, ‘n;" is the number of pixels

with gray level ‘ry’, and ‘L’ is the total number of grey levels exist in the face image.

The above cropped image and its histogram is shown side by side as:
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Histagram for cropped gray scale face image

(i) (ii)
Figure 4.5: (i) Cropped Image and (ii) histogram for cropped image

The above histogram hides many discriminative features so to enhance the features the
histogram equalization must be done. The cropped image after histogram equalization is shown

below:

Histogram after histogram equalization

(i) (i)

Figure 4.6: (i) Histogram equalized image and (ii) Histogram after equalization

4.3.4.3. Image Resizing

The process of image resizing changes the size of the image. The size of the image is scaled
down to reduce the resolution of face image. This reduction in size is done to reduce
mathematical complexity in LDA and KNN process .For resizing face image, different
interpolation techniques exist among them Bi-cubic interpolation method was used in the
proposed work, the advantage of resizing through Bi-cubic interpolation was that, it produces
more smoother surfaces than any other interpolation technique. In Bi-cubic Interpolation
technique, it considers 16 neighboring pixels in the rectangular grid and calculates weighted
average of these pixels to replace them with a single pixel, it is that pixel, which has got the

flavor of all the 16 replaced pixels.
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4.3.4.4. Low Pass Filtering
The Gaussian filter was applied in order to produce the blurry effect, because in the later stages
face recognition algorithm include step of face image re-sizing while maintaining the quality

of face image. The 5 X 5 filter is used for this process.

1 25
R = EZ-_lzi (4.2)

Equation (4.2) calculates the average value of the pixels, whereas 'z' is the mask, 'i' are mask
elements. The mask is then convolved with image to produce filtering effect, for a 5 X 5 mask

used in the implementation, it calculate the average of 25 pixels in that filter mask.

4.3.5. Machine Learning

The preprocessed training data sets of face images were represented into a list of numpy arrays
with corresponding labels i.e. the unique number of the person in the list. Basically all face
recognition algorithms are the combination of a feature extraction and a classifier. Subspace-
LDA is used as feature extraction method and K-NN classifier with Euclidean-Distance is used
as classifier .The feature and classifier form a model which we called PredictableModel does
feature extraction and learns the classifier. Once we have created our model we learn it on our
given test data and their labels. This completes training of prediction model on the set of images
we have prepared. The classifier always outputs a list with corresponding predicted label and
confidence based on value of K used. The learnt model was saved so that we can easily reuse

the model and don't need to learn it from the dataset all over again.

4.3.6. Face Recognition

Testing the performance of our recognition system is done on preprocessed test datasets by
loading model generated using training dataset. Features are extracted form input test image
and compared with saved model to select a class with maximum likelihood to which input
image belongs and provides predicted label from which system can easily predict to which
image/person in training set it actually belongs to. Testing was initially done on ORL face
database i.e. still images .After finding desirable performance of model on this database, we
used this model with our IOE dataset for final implementation of our desired system.
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When new image not in dataset come for recognition it is recognized with training image with
lowest score. To solve this problem we need a threshold value. For setting the threshold value
we calculated distances for features vector of people in dataset and for random set and set the
threshold .We pass this decision threshold to predict method, which a prediction is threshold

against.

[ Input video frame] [ Face Database ]

v

Face detection

v \4

Projection of Projection of face
image into LDA data into LDA
subspace subspace
A 4 \ 4
[ Feature Vector ] [ Feature Vector ]

KNN Classifier
5 (Euclidean
Distance)

v

[ Decision Making ]

Figure 4.7: Face Recognition Flowchart
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4.3.7. User Interface

Web application developed using .net framework has been used as user interface. The web
application has been used to provide accessibility to the users. It has been developed to
authenticate the user via register and login webpages. It provides result of the python
application in a generated result webpage in response to user’s query taken with a search

webpage.



5. Performance and Analysis

The face recognition module was tested on some standard face databases and the performance
of the face extraction module was tested on a video stream by webcam at 640 x 480 resolution.
Testing was performed on a Dell laptop with the following specifications:

e Processor: Intel(R) Core(TM) i5-3337U CPU @ 1.8 GHz
e Memory: 4 GB RAM
e Operating System: Windows 8.1

All the performance related data presented here relate to natural lighting condition, almost no
facial occlusion, large amount of facial expression variation and very small out of plane
rotation (10°) face.

5.1. Result of Face Detection

The detection on the webcam images are better than the images selected at random because the
non-face source images used for the training was of the environment on which the detector
would be run. The detections of other images are good for the near images, but for other images
there are many false detections. This can be improved by training the detector on a larger
training set and training the detector for larger stage. The face detection using AdaBoost is
shown below:

Table 1: Face Detection Count

Input video stream Actual Face Count Detected Face Count | True Detect Count
1. 2 2 2
2 4 6 3
3. 6 6 4
4 8 5 4

The overall accuracy of face detection was found to be 72.75%.
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The detection rate was higher for the video frames in which the face of the subject was directly
facing the camera and when the video frame contained only one subject. There are higher false
detections in many video frames because the cascade was trained only up to 10 stages (due to
long time required for the training). So, for reducing the number of false positives, the detector

has to be trained to higher stages.

5.2. Result of Face Recognition

5.2.1. Performance of Subspace LDA on ORL Database

The recognition rate on ORL Database for different number of training set (Out of ten face
images from each subject, seven and five were taken as a training set) with different values of
K for KNN classifier. With increased number of training set, the recognition rate also increases.
The result for different values of K is shown below:

100 4
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40
30
20
10

v

0 5 10 15 20 25

trainingset=5 training set=7 K

Figure 5.1: Recognition rate on ORL Database
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The best result obtained with all image sizes i.e. 32 x32, 64x64, 92x112 was correct match of
92% and 8% of false match. The result below shows the performance of Subspace LDA on
ORL Database:

32x32 64x64 92x112

m Correct matches m Correct matches ® Correct matches
m False matches m False matches ® False matches
() (i) (iii)

Figure 5.2: Recognition rate for subspace LDA on ORL Database for train/probe
images of three different sizes (i) for 32x32, (ii) for 64x64, (iii) for 92x112
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5.2.2. Performance of Subspace LDA on IOE Thapathali database
The best result obtained with all image sizes i.e. 32 x32, 64x64, 92x112 was correct match of
90% and 10% of false match. The result below shows the performance of Subspace LDA on

IOE Thapathali Database was:

32x32 64x64 92x112

m Correct matches m Correct matches m Correct matches
m False matches m False matches m False matches
® (if) (iii)

Figure 5.3: Recognition rate for subspace LDA on IOE Thapathali database for train/probe
images of three different sizes (i) for 32x32, (ii) for 64x64, (iii) for 92x112

Subspace LDA, being a holistic approach, is not affected by the resolution of test images means
it can recognize faces as long as the overall facial structure is preserved. This is a remarkable
property of Subspace LDA which can be used to recognize faces in a video stream. However,
the performance of Subspace LDA algorithm degrades when there is considerable illumination
variation between the training and test face images or when profile faces (side looking faces)

are present in the test set.
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6. Limitations and Further Enhancement

6.1. Limitations

The limitations of system are as follows:

Same resolution camera has to be used for collection of training datasets and that for
the final application.

Under different lighting illumination an unknown person i.e. person not in datasets is
wrongly recognized to be one in the datasets.

System is limited to webcam and a USB camera.

Difficulty in placement and orientation of camera for wide range

The designed system has been developed only as a web application for desktop and
laptop (no access for mobile user).

System is not rotation invariant.

Single user system where at any time only a single user can interact with system and
only single person can be searched at that time.

Algorithms are best chosen after effective comparison among acquired ones.
Nevertheless, PCA, LDA and KNN lacks cent percent accuracy.

6.2. Further Enhancement

There is a great possibility to enhance this project in upcoming future.

The performance of face detection using haar-like classifier created through haar
training process can be improved by increasing number of positive and negative
images for training.

The feature extraction and classification algorithm has the greatest possibility of being
enhanced so that system becomes rotation invariant and can perform well under
different lighting illumination thus increasing the accuracy.

The current system integrates webcam and a USB camera only. The addition of
number of cameras for extension of coverage range makes system more effective and

real time. Similarly integration of number of wireless or IP camera makes system
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more efficient and user interactive in which user can get access the system from distant

places.
People now are more attracted towards Android usage. The extension of this system
towards Android platform deliberately improves users’ capability to access the system

on their palm.

40



7. Conclusion

As the system aims for many objectives during its development purpose, the actual instances
for the design and analysis of various system components and model really worked and
deliberately fulfills most of its objectives from face detection to face recognition. The
development of the proposed system started with the research and collection of data for
detection and recognition. Human face detection is often the first-step in the recognition
process as detecting the location of a face in an image, prior to attempting recognition can
focus computational resources on the face area of the image. For face detection viola johns
object detection framework has been used .For recognition task, PCA is used for
feature/dimension reduction, LDA for feature extraction and KNN for classification. The
system has been tested on a wide variety of face images from ORL and IOE datasets which is
giving desirable accuracy.

A system that has been developed finds location of concerned persons within the datasets based
on face recognition. The system is capable of using webcam and a camera as the capturing
device simultaneously and providing the detail location information of person whether he/she
is found or not. If person is recognized as one in the datasets then the output which is the
location of camera from which that person has been recognized is provided to the user as final
result. User interaction with system is done through web application developed using
ASP.NET MVC framework. Thus, the system is good and efficient for location detection of
person in any educational institutes, offices or any industries etc. We summarize the progress

with respect to the main objectives of the project, namely, accuracy and consistency.

e Accuracy: Accuracy is the main gist of the project. The accuracy of face detection
is around 72.75% and face recognition is near about 90%, therefore we are able to

obtain satisfactory result in face recognition.

e Consistency: Consistency is also a tedious task for this project. The requirement for
decrease in the inconsistent result has made it difficult to balance between accuracy
and consistency. However, by the use of the image processing techniques, we have
been able to improve the consistency resulting in the consistent output of the

system.
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Appendix A: Project Output

il Video

Figure 1: Window showing face detection of persons
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Figure 3: Start up screen of web application
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Figure 4: Window showing the register page

€« > C ‘D localhost:1054/Searches/Sudin Q‘ o6 =

Figure 5: Window showing the query for searching
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Figure 6: Fisherfaces for ORL Database

Fisherfaces
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Figure 7: Fisherfaces for IOE Database
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Appendix B: Setup Manual

System Requirements:

o~ W oE

Python 2.7

SQL

OS (Windows 32/64 bit)

Visual Studio

Web browser (Google Chrome, Mozilla Firefox....)

Python 2.7 setup:

Download Python 2.7 from, https://www.python.org/download/releases/2.7/
Install python 2.7 IDE PyCharm IDE from,
https://www.jetbrains.com/pycharm/download/

Install python and give it administrative right as follows:

I Computer Mame I Hardware I Aucdwarnced IS}rstern Protection I H.ernc‘tel

Tou must be logged on as an Administrator to make maoast of these changes .

Ferformance
Wisual effects . processor schedulimg. memory usagse . arnd wirtual Mmemore

LUser Profiles
Desktop settimngs related to your sigr-im

Startup and Recowery:
Svstem startup . system Failure, and debuggimng imrfomation

]

I Ernvironment Warnabkles ... I

OV | Cancel | Aephe

Go to System Properties of your PC through the advanced setting,

Click on Advanced tab. Then click on Environment Variables.
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System Properties

Computer Mame I Hardware | Advanced |5}r5tern Protection I FRemote

Environment Variables

Wariable name: | Path

Wariable wvalue: |

System variables

o
variable value ""‘-‘N

Above figure is displayed, then click on path and edit. Then add the location of your
python installation to the “Variable value”. Hit Save.

Now you are able to access python through command prompt having administrative
privileges. This is necessary because to install modules or packages of python

through command prompt, administrative privileges for python is required.

Essential python libraries

Numpy
OpenCV
Matplotlib

Web application startup

Start Browser

Browse http://localhost:<port_number_used_by IS Server>
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Appendix C: Face Database

Folder structure of ORL face database

.40 directories, 401 files

Folder Structure of IOE face database
-— Sudin
| I-- 1.Jjpg
\ l-— 2.Jpg
-= 3.7pg
\ -- 4.Jpg

| -- Sanjaya
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\ |-— 1.3pg
\ l-- 2.3pg
\ l-- 3.Jpg

-- 4.3pg

Log file for haar training

/usr/bin/python2.7 /home/sudin/PycharmProjects/untitled/create _sample.py
PARAMETERS:
cascadeDirName: data
vecFileName: positives.vec
bgFileName: bg.txt

numPos: 20000

numNeg: 8000

numStages: 10
precalcValBufSize[Mb] : 256
precalcldxBufSize[Mb] : 256
stageType: BOOST
featureType: HAAR
sampleWidth: 20
sampleHeight: 20
boostType: GAB
minHitRate: 0.995
maxFalseAlarmRate: 0.5
weightTrimRate: 0.95
maxDepth: 1

max WeakCount: 100
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Log file for end stage
Home/sudin/PycharmProjects/haartraining/create sample.py"
PARAMETERS:
cascadeDirName: data
vecFileName: positives.vec
bgFileName: bg.txt

numPos: 20000

numNeg: 8000

numStages: 10
precalcValBufSize[Mb] : 256
precalcldxBufSize[Mb] : 256
stageType: BOOST
featureType: HAAR
sampleWidth: 20
sampleHeight: 20
boostType: GAB
minHitRate: 0.995
maxFalseAlarmRate: 0.5
weightTrimRate: 0.95
maxDepth: 1
maxWeakCount: 100

mode: BASIC

Stages 0-7 are loaded

<BEGIN

POS count : consumed 20000 : 20400

NEG count : acceptanceRatio 8000 : 0.0599215
Precalculation time: 9

END>

Training until now has taken 2 days 4 hours 1 minute 27 seconds.
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